MbNOCEROS TIBER White Team Lead / Member

Enhancing Cyber Resilience Through Controlled Adversary Simulations

The TIBER (Threat Intelligence-Based Ethical Red Teaming) White Team Lead
/ Member service is designed to support organizations in conducting
controlled, intelligence-led cyber resilience tests. As part of the TIBER
framework, the White Team acts as the trusted internal coordination bodly,
ensuring that the test is executed securely, efficiently, and in alignment with TIBER-EU and national Cyber security testing
regulatory and operational requirements.

Key Benefits

- Regulatory Alignment — Ensure compliance with

frameworks.
Our ROIe In TIBER TeSfan Operational Security — Minimize risks to live
With experience in leading TIBER teams, including managing a TIBER test for environments while maximizing learning
a Significant Financial Institution (SI-FI) Bank in Denmark as a CISO, we bring
firsthand expertise in executing complex resilience assessments. We take on oufcomes.
key responsibilities, ensuring that all aspects of the TIBER test are planned,

executed, and evaluated effectively. Expert Guidance - Leverage experience from

White Team Lead: leading TIBER tests for high-stakes financial

« Strategic Coordination — Oversee the entire TIBER test process, ensuring institutions.

alignment with organizational goals and regulatory requirements.

. o Actionable Insights - Translate findings int
- Stakeholder Management - Function as the main point of contact auenelale sl = lensldie Hneings i

between internal teams, threat intelligence (Tl) providers, and Red/Blue concrete recommendations for strengthening

Teams. cyber defenses.

« Ensuring Ethical Boundaries — Maintain ethical oversight throughout the
test, ensuring that engagements align with legal, regulatory, and By engaging our TIBER White Team Lead / Member
organizational principles while avoiding unintended harm.

service, your organization will gain strategic

- Risk and Control Management — Ensure that the test is conducted
securely, mitigating potential risks to operational systems.

. Scenario Design and Validation — Work closely with intelligence teams to BRSISERLESNIENNRNESCNVIAVIERC iglelgleligle
validate realistic threat scenarios tailored to the organization. your overall cyber resilience.

oversight and operational control needed to

« Governance and Compliance - Ensure adherence to TIBER-EU and
national guidelines, providing documentation and reporting for
regulatory bodies.

White Team Member:

« Coordination Support — Assist in planning and organizing test execution
with internal stakeholders and supporting the White Team Lead.

« Confidentiality Management — Ensure only necessary personnel are
informed, preserving test integrity.

Incident Handling Oversight — Monitor test progress and provide
Immediate support if an intervention is required.

* Reporting and Debriefing — Support in collecting insights, evaluating test
effectiveness, and facilitating lessons learned sessions.
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PER SILBERG HANSEN
Executive Advisory - Risk and Cyber security

BACKGROUND

A seasoned professional with extensive experience across Cyber Security and Risk Management, including IT
Security Leadership, Crisis Management, Supply Chain, and Value Chain Risk Management at operational
and strategic levels. Proven ability to excel in cross-functional collaboration across global organizations,
engaging effectively with tfeams and stakeholders at all levels.

KEY COMPETENCIES

Expert in driving pragmatic, business-focused solutions that deliver measurable value outcomes, including Risk
Management, IT Disaster Recovery, Crisis Management, and IT Security Strategies.

Skilled in balancing business operations with project objectives, ensuring alignment with strategic goals and

communicating effectively with project owners and key stakeholders.
Executive Advisory — Risk and Cyber

security Excels in creating impactful results through Leadership, Mentorship, Development, and Empowerment, with a

preference for tasks involving broad responsibilities and high business impact.

PROFESSIONAL EXPERIENCE

Former roles include senior leadership positions at Prueba Cyber security, Improsec — Itm8, Sydbank A/S,
Bestseller A/S, Ecco Sko A/S, and Danfoss A/S.

Demonstrated success in implementing high-value projects and fostering organizational resilience

EXECUTIVE ADVISORY

= Working with boards and executive management

+45 5130 3200
psh@monoceros.dk
linkedin.com/in/silberg/

Experience with
large events

= Crisis Management at +20 cyber

attacks = Business Continuity / Crisis Management

* Communication crisis / = Enterprise Risk Management

“Shitstorms’ = Cyber Risk Management

= Server breakdowns, network = Building security strategies and roadmaps

failure, etc.

= Natural disasters (major flooding,
mud volcano)

» Fire, toxic gas outlet

= Strike

» Riots

= Several large fraud

investigations

= Security investments and organizational development

= Advising existing Security Management or acting as interim CISO

CERTIFICATIONS

= Bestyrelsesuddannelse — Executive Cognito

= CISM (Certified Information Security Manager)

= CISSP (Certified Information Systems Security Professional)
= ESL (Eksamineret Sikkerhedsleder)

= |TIL Foundation V3
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